U.S. Department of Date: April 4, 2008

Homeland Security
United States Contact: Mr. Mike Brown
Coast Guard (202) 372-1081

Port Security Advisory (4-08)

A. Background:

The Maritime Transportation Security Act of 2002 (MTSA) has mandated that the
United States Coast Guard evaluate the effectiveness of anti-terrorism measures in
foreign ports and provides for the imposition of conditions of entry on vessels arriving to
the United States from countries that do not maintain effective anti-terrorism measures

(MTSA, 46 USC § 70108).

Cuba is the most recent country the Coast Guard has determined to be not maintaining
effective anti-terrorism measures.

B. Countries Affected:

The Coast Guard has determined that ports in the following countries are not maintaining
effective anti-terrorism measures:

Cuba (Effective 18 April 2008)

Cameroon (with the exception of the Ebome Marine Terminal, the Quai GETMA
(LAMNALCO Base) facility, and the Société Nationale de Raffinage (SONARA)
terminal)

Equatorial Guinea (with the exception of the ports of Ceiba, K-5, Luba, Punta
Europa, and Zafiro)

Guinea-Bissau

Indonesia (with the exception of Banjarmasin Port; Belawan Multi-Purpose
Terminal; Caltex Oil Terminal Dumai; Jakarta International Container Terminal;
Pelindo IT Conventional Terminal Jakarta; Pertamina Unit Pengolahan I Dumai;
Pertamina Unit Pengolahan V Balikpapan; PT Badak Bontang Natural Gas
Liquefaction; PT Indominco Mandiri Bontang [Bontang Coal Terminal]; PT
Multimas Nabati Asaha; PT Pelabuhan Indonesia I Cabang Dumai; PT Pertamina
Unit Pemasaran III Jakarta; PT Pupuk Kaltim Bontang; PT Terminal Petikemas
Surabaya; Semarang International Container Terminal; and Senipah Terminal
Total E&P Indonesia Balikpapan)

Iran (Effective 03 April 2008)



Liberia
Mauritania (with the exception of the Chinguetti Terminal)
Syria

C. Actions Required by Vessels Visiting Countries Affected:

All vessels arriving to the United States that visited the countries listed in paragraph B
(with exceptions noted) during their last five port calls must take actions 1 through 5
listed below while in the countries listed in paragraph B as a condition of entry into U.S.
ports:

1. Implement measures per the ship’s security plan equivalent to Security Level 2;

2. Ensure that each access point to the ship is guarded and that the guards have total

visibility of the exterior (both landside and waterside) of the vessel. Guards may
be:

e provided by the ship’s crew, however, additional crewmembers should be
placed on the ship if necessary to ensure that limits on maximum hours of
work are not exceeded and/or minimum hours of rest are met, or

e provided by outside security forces approved by the ship’s master and
Company Security Officer.

3. Attempt to execute a Declaration of Security;
4. Log all security actions in the ship’s log; and

5. Report actions taken to the cognizant U.S. Coast Guard Captain of the Port prior
to arrival in the U.S.

Vessels that visited the countries listed in paragraph B (with exceptions noted) during
their last five port calls will be boarded at sea by the Coast Guard to ensure the vessel
took the required actions. Failure to properly implement the actions listed in paragraph
C.1 through C.5, will result in denial of entry into the United States.

However, vessels that visited Monrovia, Liberia during their last five port calls prior to
entering the United States will not normally be boarded at sea by the Coast Guard unless
other targeting factors apply, nor will these vessels be required to provide armed security
guards while in ports of the United States.



D. Actions Required by Vessels in U.S. Ports:

While in U.S. ports, all vessels subject to conditions of entry in paragraph C.1 through
C.5, are required to ensure that each access point to the ship is guarded by armed security
guards and that they have total visibility of the exterior (both landside and waterside) of
the vessel. The number and location of the guards must be acceptable to the cognizant
U.S. Coast Guard Captain of the Port.

However, the requirement to ensure that each access point to the ship is guarded by

armed security guards does not apply to vessels that visited Monrovia, Liberia during
their last five port calls prior to entering the United Sates.

E. Countries Subject to Additional Port State Control Targeting:

Vessels arriving from the following countries remain subject to increased port state
control targeting, including at sea boardings:

Democratic Republic of the Congo

Madagascar (with the exception of the ports of Diego-Suarez, Majunga, and
Toamasina)

While not required as a condition of entry, if a vessel takes the steps outlined in
paragraph C 1 through 5, the vessel’s security posture will be considered and reflected in
the scope, intensity and duration of the Port State Control measures. Taking these steps
does not guarantee vessels will not be subject to additional measures.



	Port Security Advisory (4-08)
	The Maritime Transportation Security Act  of 2002 (MTSA) has mandated that the United States Coast Guard evaluate the effectiveness of anti-terrorism measures in foreign ports and provides for the imposition of conditions of entry on vessels arriving to the United States from countries that do not maintain effective anti-terrorism measures (MTSA, 46 USC § 70108).  
	Cuba is the most recent country the Coast Guard has determined to be not maintaining effective anti-terrorism measures.
	E.  Countries Subject to Additional Port State Control Targeting:
	Vessels arriving from the following countries remain subject to increased port state control targeting, including at sea boardings: 


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


